Boeinncka u3 nporpammsl 'HA

I'ocynapcTBeHHBbIN MeKIUCHUTUIMHAPHBIN IK3aMeH
no HanpasJjieHU0 moAroroBku 10.03.01 «MudgopmanuonHas 6€30MaACHOCTb)»
(YpoBeHb — akaJieMUYeCKUil DaKaJlaBpuar)

B Ouner rocynapcTBEHHOTO MEXAUCIMUILTMHAPHOTO SK3aMEHa BXOJST JBa BOMIpOCA.
[TepBslii Boripoc — u3 pa3aena | mporpaMMsl (1711 BCEro HaIlpaBIeHHs MOJTOTOBKHU); BTOPOU
BOMpoC — U3 pazaena 2 (i npodwiss OpraHu3aius ¥ TEXHOJIOTHS 3aIUThl HHPOPMAIIHIH)
nporpaMMbl. B onHOM OmiieTe AOMKHBI OBITH BOIPOCHI U3 PA3HBIX MOJYJIEH (IUCIMUIUIMH)
y4eOHOr 0 MJIaHa.

l'ocygapcTBEHHBIN SK3aMEH MPElyCMaTpUBAECT OLICHUBAHWE YPOBHS OBJIQJCHUSA
BBIIIYCKHUKaMU KOMHeTeHLIMH, ycTaHoBieHHbIX @OI'OC BO u  JONONHUTEIBHBIX
KommneTeHui, yctanoBieHHbIx OOIT BO.

KoHTpoJibHBIEC BONIPOCHI IPOrPaAMMBI IOCYAAPCTBEHHOI'0 MEKIMCUMIINHAPHOI O
JK3aMeHa 1o HanpasJjaeHuI0 noArorosku 10.03.01 «MudopmanuoHHast 0€30aCHOCTH)
(6 peoaxyuu 2024/25 yu.z2z.)

Paspnen 1. Borpocsl 1o HanpaBJIeHHIO TOATOTOBKH

1. Tlonsitne u CymHOCT, HWHGOPMALMOHHOM OE€30MaCHOCTH COBPEMEHHOTO
obmectBa. JlokTpuHa wuHGOpPMAIIMOHHOW Oe3omacHocTU. l'ocymapcTBeHHass CUCTEMaA
3aIUThl UH)OPMAIIHH.

2. IlpuHIMMBI, KPUTEPUU U YCIOBHUS OTHECEHHS HH(POPMAIMU K 3aIIUIIAeMOM.
Knaccudukanus konduaeHnanpHoM nHGOpMAIIHU TI0 BUAAM TaiiH.

3. OOBeKTHI 3aIIUTHI UHPOPMAITNH, UX KIacCUPUKAIUI U OCOOCHHOCTH.

4. Tlonsitue yrpo3sl HapylieHUss WHOOPMAIIMOHHON OE30MacCHOCTH; BUIBI YIPO3.
Hcrounnku yrpo3 HapylIeHUS IEJIOCTHOCTH, JOCTYIMHOCTH U KOH(UICHIIHMAIHHOCTH
MH(pOpPMALIUH.

5. Kananel u MeTOAbl HECAaHKIIMOHUPOBAHHOTO JOCTYMA K KOH(PHIACHIIMAIHLHOM
uH(pOpPMAIIUH.

6. Tlonstume pucka HapymieHHs HHPOPMAIMOHHONW ©0e30macHOCTH. MeTob
aHanu3a u ynpasjieHue HH()OPMAIMOHHBIMU PUCKAMH.

7. CymHOCTh MOJETUPOBAHUS HWH(MOPMAIMOHHBIX TMPOIECCOB M CHCTEM.
Pa3paboTka Mojieneii KOMITJIEKCHON CHCTEMBI 3alIUThl HH()OPMAIIHH.

8. CymHocTh, 3aJaud, TMPUHIUNBI TOCTPOCHUS H  (PYHKIMOHUPOBAHUS
KOMIUIEKCHOM cucteMbl 3auuThl nHpopManuu. TOO npoektoB KC3U.

9. JlumeH3upoBaHHE JEATEIBHOCTH TMPEANPUSATHN I TPOBEACHHUS paldorT,
CBSI3aHHBIX C HCIOJIb30BAHUEM CBEACHUH, COCTABISAIOIUX TOCYJApPCTBEHHYIO TalHY.

10. OpranuzamnoHabie TPeOOBAHUS K PEKUMHBIM TTomenieHus M. [lopsinok cnauum u

npueMa pCKUuMHBIX HOMCHIGHI/Iﬁ Imoa oxXpaHy.



11. Buppl ¥ Ha3HAYEHUE TEXHUYECKUX CPEICTB OXPaHbl OOBEKTOB.

12. Opranumzanusi oxpaHbl 00BeKTa HHPOpPMATH3AIMU. BHYTPHOOBEKTOBBIM U
MIPOITYCKHOM PEKUMBI.

13. TloHatne u CYIIHOCTh TOCYJAapCTBEHHOM TaWHBl (COOCHHOCTH IPaBOBOM
3aIIUThI TOCYAAPCTBEHHON TAHBI.

14. Tlonatne W CYIIHOCTH CIY>K€OHOM, KOMMeEpueckoil u mnpodeccHoHaTbHON
TaiiHbl. OCOOCHHOCTH MPABOBOM 3aITUTHI CIYKEOHOM, KOMMEPUECKOH 1 IpodecCHOHATBHOM
TANHBI.

15. TpeboBaHusi HOPMATUBHBIX JOKYMEHTOB IO 3aIUTE MEPCOHATBHBIX JTAHHBIX.
Opranu3zanus 3aiuThl IEPCOHANBHBIX TaHHBIX HA TPEATPUSITHH.

16. OO0mue monoxkeHusi 0 JOMyCKe TpaxaaH K rocyaapcTBeHHOU Taiine. [lopsaok
o(popMIICHHSI TOITyCKa.

17. Tlopsook goctyra repcoHana U MHBIX JIUI] K KOHPUACHIIMAIbHON HHGOpMAIUH.

18. Opranuzamuss pabOTBI MO 3aCEKPEUYMBAHUIO W PACCEKPECUMBAHUIO CBEIACHHIM,
COCTaBIIAIOIIUX TOCYIAPCTBEHHYIO TAHY U APYroil KOHPUACHIIMATBbHON HHPOPMAIUH.

19. Bunasl 1 cocTaB CTaHIAPTOB U HOPMATHUBHBIX JIOKYMEHTOB 110 WH(GOPMAIIMOHHOM
0€30MMacCHOCTH.

20. ATTecTalMOHHBIE UCIIBITAHUS, aTTeCTAUI 00BEKTOB HH(POPMATH3AIINH.

21. Axyctudeckue (BO3IYIIHbIE U BUOPAIIMOHHBIC) KAaHAIBI YTEYKH HMH(POPMAIUH.
CriocoObI MPOTUBOICHCTBUS.

22. BusyanpHO-ONTHYECKHWE  KaHAIBl  yTeUYkd  HWH(pOpManuu. Cnioco0b1
IIPOTUBOICUCTBUS.

23. PaamosneKkTpoHHBIE KaHaJIbl YTEUKHU uH(pOpMAIIHH. CriocoOsr
MPOTUBOJICUCTBUS.

24. Kananel yTedykd MHPOPMalMK M3 TEXHUYECKUX CHCTEM M CPEICTB Iepeaayd,
00paboTKH, XpaHeHus: U oToopaxeHuss nHpopmanuu. CriocoObl MPOTUBOIEHCTBUS.

25. Hasnauenue, cCOCTaB M TEXHUYECKUE XaPAKTEPUCTUKH 3aKIJIaJOUYHBIX YCTPOUCTB.
Jlemackupyronue npru3HaKky 3aKJal0YHbIX YCTPOUCTB.

26. bazoBbie cepBUCH HHPOPMAIIMOHHON O€30MIaCHOCTH KOMIBIOTEPHBIX CHUCTEM.

27. PasrpanmueHue J0CTyna B ONCpallMOHHBIX cucTtemax. lllTatHbie cpeacTBa
UACHTH(PUKAIMN/ayTeHTU(PUKAIIUN CYOBEKTOB JIOCTYTIA.

28. KpunrtocucTeMbl C CEKPETHBIM M OTKPBITHIM KIIFOUOM. BUIbI aTak Ha HHX.

29. CymHOCTh, HA3HAUYCHHE W TPUMEHEHUE OJJICKTPOHHOW moAmUCUH. CXEeMbI
AIIEKTPOHHOW MOAIMHUCH. Y IOCTOBEPSAIOIINI LEHTP.

30. Ilomaruss 0Oa3bl JAHHBIX, CHUCTEMbI Oa3bl MAaHHBIX, OaHKa JAHHBIX, MOJECIIH
«CYITHOCTB-CBSI3bY.

31. DrneMeHTHI CUCTEMBI yrpaBiieHHs 6a3aMu JaHHBIX. Cxema 0a3bl JaHHBIX.

32. PensuumonHas MoJeb 0a3bl JAHHBIX U HOPMaJIU3aIIUS.

33. Mmuoronons3oBareabCkue 0a3bl JaHHBIX, TPAH3AKIMH, BHUABI TpPaH3aKIUH,
OJIOKMPOBKA PECYPCOB.

34. OcobeHHOCTH MPABOBOM 3aIIUTHl 00BEKTOB MHTEIICKTYaIbHON COOCTBEHHOCTH.
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35. OcHoBHBIE COBpeMeHHBIE (POPMBI HHPOPMAIIMOHHOW BOIHBEI.

Pasnen 2. Bompocbl mo mpoduiarw «OpraHu3anusi M TEXHOJOIHS 3aLUUTHI
uHopManun»

1. CymHocTh NOHATUH «3aluTa UHGMOpPMaMN», «OE30IaCHOCTh HMH(pOpMaLUN»,
«HH(pOpMalMOHHAs1 OE30MaCHOCThY.

2. llpuHuunsel, NeId U TEOPETUYECKHE OCHOBBI 3alUTHl  HMH(OPMAIUH.
Knaccugukauus BU10B, METOJIOB U CPEJCTB 3aLUTHI HH()OPMALIHMH.

3. Hcrounukw, BHABI W CHOCOOBI JECTAOMIM3UPYIOMHUX BO3JCHCTBUH Ha
uHpopMaIuio.

4, Knaccudukanus HocuTelne WHPOpPMAIIMK U OCOOCHHOCTH  3aIllUThI
3a(MKCHPOBAHHON HA HUX MH(OpMAIIIH.

5. CymHOCTP ¥ OCHOBHBIE JTambl OPraHU3ALUOHHOIO MPOEKTUPOBAHUS
KOMILJIEKCHOM CHCTEMBI 3alUThl UH(OpMaLIUK.

6. IlpuHIunbl, CYIIHOCTh W METOJBl  yNpaBie€HUs  HHGOPMAIMOHHON
0€30MMacCHOCThIO0 00BEKTA.

7. OpranuzanuoHHass 3amura HWHQOpMamMu B  MpoIecce U3AATEIbCKOMH,
PEKJIaMHOM 1 BBICTAaBOYHOM J€STENbHOCTH.

8. OpraHu3zanvoHHas 3amuUTa WHGOPMAIMM TPH IPOBEACHUHM IEPETOBOPOB
(coBemanuii) Mo KOHGUAEHIMAIBHBIM BOIIPOCAM.

9. Opranm3anvoHHas 3amMTa KOH(MUIACHIHWATBHBIX H3IACTUN B TMpoIecce uX
U3TOTOBJICHUS, XPAHEHUS U TPAHCTIOPTUPOBKH.

10. Opranuzanuss oOMEHa CEKPETHBIMU CBEACHUSMHU MEXAY MPEANPUATHIMH.
[Topsiiok MOATOTOBKM K TMEpelladye CBEACHHM, COCTaBIISIIOIIMX TOCYAAapCTBEHHYIO TailHY,
JPYTHM FOCYJapCTBaM.

11. OcoOeHHOCTH JTIOKYMEHTHPOBAaHUS TPYJOBBIX OTHOIICHWA C TEPCOHAIIOM,
JIONyCKaeMbIM K KOHuAeHUuanbHON  uHpopManuu. OpraHuszanuss BHYTPEHHETO
paccieoBaHus 1o (pakTaM HapylIeHUs peXruMa KOHPUACHIIMATBHOCTH.

12. Opranuzanus KOHQHUACHLIHMAIBLHOTO JAEIONPOU3BOJCTBA HAa MNPEANPHUATHH (B
opranmzauuun). Ilpoueaypsl mnpuema, 00pabOTKM W OTHPABKU  CHEIHAIBHOU
KoppecnoHaeHIHH. [lepenaua 10OKyMEHTOB BHYTpU OpraHU3aluu (IPEeIIpUsITHS).

13. Texuonoruss paboThl ¢ KOH(PHUIECHUUATBHBIMH JOKyMeHTaMu. OcoOeHHOCTH
ydyera HocuTened uHGOpMAaMM UM MPOEKTOB KOH(MUIECHIHUAIbHBIX JOKYMEHTOB, HX
YHUUYTOKEHHUE.

14. Knaccudpukamuss u ¢GopMHUpOBaHHE e, COACPKAIIMX KOH(UICHIMATbHBIC
JIOKYMEHTBI, MOATOTOBKA UX K XpaHeHuto. HomeHknarypa nen. ApXuBHOE XpaHEHHUE.

15. CucreMbl 3J€KTPOHHOTrO JOKYMeHTooOopoTa. OOecrnedyeHne O€30MaCHOCTH
AIIEKTPOHHOTO TOKYMEHTO0O0POTA.

16. Opranuzanus u ynpasieHHe C1y00i 3amuTel HHGOPMAIMH HA TPEAIPUSTHH.



17. Opranuzauus UH(POPMAIMOHHO-aHATUTHIECKON NEATEIbHOCTU 10
KOMILIEKCHOM 3amuTe nHdopmanuu. [loHaTHE U CYIITHOCTh KOHKYPEHTHON pa3BEIKu.

18. CymHOCTh ¥ NOPSAOK OpraHU3alNH ayAUuTa UHPOPMAIMOHHON 6€30MacHOCTH.

19. Tlonutuku nHGOPMAITMOHHON 6€30TTaCHOCTH. —

20. Kmaccu¢ukanusi, Ha3HAYeHWE ¥ OCHOBHBIE XapaKTEPUCTHKU CPEACTB
oOHapy>KEeHUS 3aKIIaJT0YHBIX YCTPOUCTB.

21. 3amuTa nHGOpPMAIIUHA TEXHUYECKUMHU CIIOCOOAMH B CPEJICTBAMH.

22. Metonsl M CpelCTBAa MPOTUBOJACHCTBUS HAOMIOACHUIO B ONTHYECKOM H
uH(ppaKpacHOM Juana3zoHax.

23. MeTobl U CpeIcTBA 3aIIUTH peYeBO HHPOPMAITUH.

24. CmocoObl M cpelicTBa MPeOTBpAICHUSI YTEUKH HHGOpPMAIIUK depe3 T0O0IHbIC
U3ITyYEHUS U HABOJKHU.

25. AKTHBHBIC W ITACCUBHBIC METOJIBI U CPEJICTBA 3alTUTHl MHPOPMAIIUHA OT YTCUKH
10 PaTMOIICKTPOHHOMY KaHaTYy.

26. Bumer arak Ha wWHGOPMAIMOHHBIE CHCTEMBl. MeTonbl OOHApYKEHUS
KOMIIBIOTEPHBIX aTaK.

27. TlporpamMMHBIC U TIPOTPaMMHO-ANIAPATHRIC CPEACTBA 3AIUTH HHPOPMAIIHH.

28. llonsTHe 00 aAMHHUCTPUPOBAHUN CHCTEM MH(POPMAIIMOHHON O€301TacHOCTH.

29. DKOHOMHYECKOE 0OOCHOBAaHKE MEp 3aIlIUTHl HHPOPMAIIUU.

30. OTBeTcTBEHHOCTh  3a  NpaBoHapymieHus B chepe  uHPOpMAaIuH,
WH(OPMAIIMOHHBIX TEXHOJIOTHH | 3aluTe WH()OpMAIHH

31. bBa3zoBbIe dTaIBl YIpaBISHHS HHIUACHTAMU HHPOPMAIMOHHON 0€30MacHOCTH.

32. OcHoBHble  HampaBieHus  dPdeKkTuBHON  WHOOPMALMOHHOW  3aIUTHI
COIMATILHBIX CHCTEM.

33. MexaHu3Mbl OAHOPA30BOM ayTEeHTU(PUKALIUY.

34. Ayrentuduxanus Kerberos.

35. Ayrenrudukanus npu nmomoriiu ceprudukaros. Bozamoxxknoctu PKI.

36. Ocnosusie komnoHenTsl PKI.

37. Ceprudukarbl OTKpHITHIX KIr0dei X.509.

38. JKusHEeHHBIN UK cepTU(UKATOB U KITFOUEH.



